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					Gamma/FinFisher: UK rebukes German-British software company

					
				

				
  
      United Kingdom – Surveillance – Gamma/FinFisher
    


				
				
					
						British-German surveillance technology provider Gamma International infringed on its human rights obligations with products such as “state trojan” FinFisher. This was confirmed in February 2015 by the UK’s OECD National Contact Point (NCP) on Thursday in the final assessment of a complaint submitted by human rights groups.

The NCP calls on Gamma – explicitly including other companies affiliated with the corporation – to implement effective human rights standards. The Bahrain Center for Human Rights, Bahrain Watch, ECCHR, Privacy International and Reporters Without Borders in 2013 submitted a complaint at the NCP in London against Gamma, and a parallel complaint at the German NCP against Munich-based surveillance company Trovicor GmbH. The non-governmental organizations accuse the companies of sharing a responsibility for arrests, imprisonments and torture of opposition members, journalists and dissidents in the Arab Gulf state of Bahrain by supplying surveillance technology and technical support.

					

				
			
			
			
			
				
					
							
  
      Case
    


						
				
					
						Since the dawn of the Arab Spring, the use of systematic surveillance of telecommunications as a tool to repress peaceful protest movements has become a common problem. Since the start of the mass protests in February 2011, the Arab Gulf State of Bahrain has used information obtained through intercepted telephone and internet connections to secure arrests of and extract confessions from dissidents. Such actions are facilitated by high-performance technologies, the use of which could only be justified if strictly bound by the highest rule of law standards.

There is evidence to suggest that Trovicor maintains software in Bahrain, among other places, which allows security authorities and secret services to intercept, record and analyze large amounts of telephone and computer data. There are further indications that Trovicor’s technologies are designed to facilitate socalled trojans, hacking programs that allow for more far-reaching surveillance and even the manipulation of data. One such invasive program, Gamma’s FinFisher, was found on the computers of Bahraini oppositionists.

					

				
			
				
			
			
				
					
  
      Context
    


					
					
						The British OECD NCP criticized that Gamma did not put in place a due diligence process and did not commit to any binding standards for the observance of human rights. Moreover, the company did not cooperate with the NCP to the necessary extent. In spite of overwhelming publicly accessible evidence, Gamma refused to provide information on the sale of FinFisher technology to Bahrain.

The NCP invokes that it is not equipped with investigatory powers of its own, and therefore could not confirm this specific accusation. The German NCP, which is tied to the Federal Ministry of Economy, rejected the complaint against Trovicor in December 2013, deciding that it could “only conduct a further examination of the general risk management of Trovicor.” It considered the evidence regarding other topics of the complaint as not substantial enough to warrant further scrutiny.
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        The final statement of the British OECD National Contact Point confirms our complaint. At the same time the fight for substantial restrictions of exports of surveillance technology to authoritarian states must continue.

        Christian Mihr
Director


      

    
      
      
        The decision of the British NCP is of fundamental importance! The German Gamma affiliate FinFisher Labs in Munich must also comply with it.

        Miriam Saage-Maaß
Legal Director


      

    
      
      
        The fact that the National Contact Points in Germany and in the United Kingdom diverged in their assessments of the complaints is once again evidence of the failings in the German complaint procedure. The German NCP must be restructured to be more independent – for example by placing it, as does the UK, under the supervision of a board that appoints civil society representatives as well.

        Miriam Saage-Maaß
Legal Director
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                        The OECD Guidelines for Multinational Enterprises promote responsible and sustainable corporate conduct globally, especially with regards to human rights and the environment.
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              The OECD Guidelines for Multinational Enterprises promote responsible and sustainable corporate conduct globally, especially with regards to human rights and the environment.
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                        Decision makers in Western democracies often apply double standards when it comes to human rights. While the Global North will condemn and in some cases prosecute war crimes and crimes against humanity committed by the Global South, there is little appetite to examine the role played by Western politicians, military leaders and corporations in crimes against international law.
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                        Many states now resort to the systematic surveillance of their citizens. In authoritarian states surveillance is all too often used as a means of oppression. The intercepted data is used to systematically spy on networks of political and human rights activists, journalists and political opponents.
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              Decision makers in Western democracies often apply double standards when it comes to human rights. While the Global North will condemn and in some cases prosecute war crimes and crimes against humanity committed by the Global South, there is little appetite to examine the role played by Western politicians, military leaders and corporations in crimes against international law.

            
          
          
            
              Show More
            
          
        
    

  




				
			
			
			
			
				
					
							
    
  
      Related Cases (4)
    


  



	
    
    
    
        
            
  
    Turkey – Surveillance – FinSpy
  

  
  
      
        Surveillance software "made in Germany" for Turkish authorities? Public Prosecutor’s Office charges FinFisher executives
      

      
        The Munich-based companies FinFisher GmbH, FinFisher Labs GmbH and Elaman GmbH are accused of selling the surveillance software FinSpy to Turkey without the German government’s permission. When repressive states use surveillance technology, this has all too often led to imprisonment and torture. Following a criminal complaint from ECCHR and its partner organizations, the prosecutor’s office in Munich has opened investigations into the case.  IIn May 2023, the Munich Public Prosecutor’s Office brought charges against four managers of the corporate group.
      

    


          
      
	
    
    
    
        
            
  
    Syria – Surveillance technology – Corporate responsibility
  

  
  
      
        Surveillance in Syria: European firms may be aiding and abetting crimes against humanity
      

      
        The Syrian intelligence services have been collecting without cause information about political opponents, members of the opposition and human rights activists. Spying often goes hand in hand with torture. Software from Western corporations may have played a role in the surveillance. In order to address this, transnational investigations have to be initiated.
      

    


          
      
	
    
    
    
        
            
  
    Bahrain – Arab Spring – Torture
  

  
  
      
        Alleged crimes against humanity in Bahrain: Serious investigations must be initiated
      

      
        ECCHR sent an advisory opinion to the Bahrain Independent Commission of Inquiry. The statement seeks to draw the commission’s attention to the cases of two persons who suffered severe injuries when they were shot at by Bahraini security forces before being forcibly removed from hospital, imprisoned, and abused.
      

    


          
      
	
    
    
    
        
            
  
    Bahrain – Torture – Attorney General
  

  
  
      
        Torture allegations against Bahraini Attorney General
      

      
        Bahrain-born British citizen Jaafar al-Hasabi submitted a criminal complaint in Dublin against Bahraini Attorney General Ali Bin al-Buainain. Al-Hasabi was detained and tortured in Bahrain in 2010. Since then, he tries to bring those responsible to court.
      

    


          
      




						
				
			
				
			
			
				
  
      Map
    




  
    

      
    
      

          
            
          
          
          
            
            
      
            
              
            

            
          

      

    
      

          
            
          
          
          
            
            
      
            
              
            

            
          

      

    
      

          
            
          
          
          
            
            
      
            
              
            

            
          

      

    
  

  
  
  
	
			
		
	
	
	
			
		
	




    


                
                    



                
                
                    



                
            


        




  
    [image: Discover our Living Open Archive]
  


  



	
		
				
					Address

						
							European Center for Constitutional and Human Rights e.V.
						
	
							Zossener Straße 55–58 

							Aufgang D 

							D-10961 Berlin
						


				
	
					Contact

						
							E-Mail

							info@ecchr.eu
						


				
	
					Legal

						Contact
	Imprint
	Privacy





				
					
					Network

						
							Initiative Transparente Zivilgesellschaft
							[image: Transparente Zivilgesellschaft]
						


				


		
		
			[image: ECCHR]
			
			
				Donate now!
			
			
			
  [image: Twitter]
  [image: Facebook]
  [image: Instagram]
  [image: Youtube]
  [image: LinkedIn]
  [image: Spotify]


		

	




	






	
	
	
	  
	
	
	
	
	
